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1 Introduction
In The last meeting solution #20 was proposed for resolving Key Issue #4: Security of identifier conversion in groupcast communication. Three editor’s notes were added to further address the shortcomings of the solution. This discussion papers addresses these editor’s notes.
2 Discussion
2.1 Compatibility with SA2 architecture:    
In TS 23.287, clause 6.3.2 describes the procedure for groupcast communication over PC5 reference point. 
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Our proposed solution follows the same model. In figure 6.20.2-1, ‘Group members’ represent the Tx and the Rx UEs. The ‘UE’ represent the Tx UE once the group communication has begun, that has been mentioned separately to simplify the figure.
In TS 23.287, it is also mentioned that “V2X group management is carried out by the V2X application layer and is out of scope of this specification.” 
TS 23.434, specifies the functional architecture for service enabler architecture layer (SEAL) to support vertical applications over the 3GPP system that includes group management. The proposed solution follows the same model of group management. The group management server communicates with the group management client which provides the support for group management functions to the VLA clients i.e. the eV2X users.  For simplicity, group management client is not mentioned in figure 6.20.2-1.
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2.2 Out-of-coverage and out of random numbers when out-of-coverage:
TS 23.434 mentions that “Group management procedures apply to on-network VAL service only.” Hence only the UEs that are in coverage can join the group during group creation. 
The UE that goes out of coverage of the mobile network after the group is created, will not be privy to the messages of the group communication for that duration. Once they are back in coverage, they can re-join the group communication as a new member. The group management server or an authorized UE (e.g. platoon leader) can add them back to the group using group membership procedures in TS 23.434. The group management server or an authorized UE provides them the corresponding data as mentioned in step 0 and also helps resynchronize the sequence to calculate the current destination L2 ID.
Alternatively, a UE that is in coverage can relay the messages to the UE that is out of coverage using UE-to-Network relay. 
2.3 Resolution of Editor’s note 3:
[bookmark: OLE_LINK8][bookmark: OLE_LINK9]The use of DSRC along with IEEE 802.11p suggests that the security defined in IEEE 1609.2 standard is used and provides digital signatures and certificates. The certificates are changed frequently to avoid tracking. Also large bulks of certificates could be loaded in the vehicle. Our solution proposes to add significantly less random numbers in comparison, e.g. 20-50 L2 ID changes until the group ID is changed. Hence the storage complexity does not really impact the user vehicles.

Conclusion
The solution #20 fulfils the security requirements outlined by the key issue #4 and in part the security requirements of key issue #3. The solution provides a mechanism to securely convert the group ID to destination Layer-2 ID as well as preserves the privacy of the destination Layer-2 ID by updating it regularly. Listening to both L2 IDs after conversion makes sure that the application layer communication is also not impacted. The solution does not rely on the groupcast bearer level security. The solution complies with the SA2 and SA6 architecture as mentioned in TS 23.287 [2] and TS 23.434 [3] respectively.
[bookmark: _GoBack]Proposal: Solution #20 is recommended for normative work to support secure group ID conversion to destination Layer-2 Id and provide groupcast privacy protection. Document S3-200162 presents the text to be included in the eV2X TS based on the solution #20 and the above discussion.
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Figure 6.3.2-1: Procedure for groupcast mode of V2X communication over PC5 reference point
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Figure 10.2.2-1: On-network functional model for group management




